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Step-by-Step Instructions for Insureds
1. Log in to EagleEye
e Visit EagleEye and sign in using your Great American credentials.

e For access assistance, please contact your Loss Control representative.

EAGLEDEYE

Find your cybersecurity vulnerability first

‘oursaives to protect our policyholders. When you're secure, we're secure.

Avoid costly losses of data, access, and reputation

Srengins and weaknesses inyous cyber defenses.
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2. Complete the Security Roadmap Assessment
e Navigate to the “Security Roadmap” section.

e Complete the Security Roadmap Assessment aligned with NIST CSF 2.0 standards.

Security Roadmap

@ 60-75 minutes

Get started See preview

Multi-session questionnaire that compares current
cybersecurity practices to key protective measures.
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3. Submit Your Final Report

e Once the Security Assessment Roadmap is
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complete (example of the completed report), export your results and

email the final report to: cyberlosscontrol@gaig.com

Security Roadmap
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password policy for all User
‘accounts in your organization.
Utilize a password manager for

it comes to praventing the.
unauthorized access of one’s own
computer, mobile devices, servers,

Work to find and implement a
robust password policy for all
users in your organization
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1 Deploy antivirus sofware o afl  IEIIZ AntiVins, High Low Ve
your Antivirus remove and  Find, test, and depioy an antivius
detectviuses and othertypes of  software solution for every
malicious software such as endpoint in your organization
ransomware from your laptops, There are many antivirus solutions,
deskiops, servers, efc. 50 find one that works best for
your organization's needs.
see venvoss
z Educate your employees about 0 oo o Bassword High Low rd
your password v o s Educsteal a5 wel
policy on a regular basis. It is strong password policy. With the as current employees about the
also recommended to check t1e ooy ciucation, employees wil  importance of your organization's
strength of your users’ be more likely to ahere 1o the password poicy on a regular basis.
passwords on a regular basis. password policy you have in place  This can be done in multiple ways
which reduces the risk of having such asan informative video, a
accounts with weak passwords company-wide memo, or an in-
person presantation for naw hires.
a2 ymuoons
Password Management
3 Implement and enforce 810bust 00 o cuords ara criial when ger High Low ’

4. Confirmation of Criteria

e A Loss Control representative will acknowledge completion of the Security Roadmap Assessment and

acknowledge you meet the criteria

for the retention reduction program.
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Online portal may not be available at all times. This information is intended to provide guidance and is not intended as a legal
interpretation of any federal, state or local laws, rules or regulations applicable to your business. The loss prevention information
provided is intended only to assist policyholders in the management of potential loss producing conditions involving their premises
and/or operations based on generally accepted safe practices. In providing such information, Great American does not warrant that all
potential hazards or conditions have been evaluated or can be controlled. It is not intended as an offer to write insurance for such
conditions or exposures. The liability of Great American Insurance Company and its affiliated insurers is limited to the terms, limits
and conditions of the insurance policies underwritten by any of them. © 2025 Great American Insurance Company, 301 E. Fourth St.,
Cincinnati, OH 45202. All rights reserved. 0103-CBR (11/25).
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